RARITAN VALLEY COMMUNITY COLLEGE

SOMERVILLE, NJ

 

Course Number:
INFORMATION SECURITY FUND  Fall 2007
Course Title:
 CISY 229

Course Section:
 Tuesday Night- 6-9:50     Credits:  3.0

Co-requisite:          CISY 253 - Advanced Computer Networking 
 

Catalog Description: This course introduces the student to fundamental computer 

Security concepts. These concepts are presented using the framework of the CISSP 

(Certified Information Systems Security Professional) ten domains of security which 

will help prepare the student for the CISSP certification examination. This course 

introduces students to the application of information security principles in 

supporting IT architectures, management and data protection. The use of exercises 

based on real-world situations reinforces what is learned in the classroom. Students 

learn to implement security solutions which balance the demands of technology, 

processes, policies, budgets, and the workplace environment.


 

Course Instructor:
Michael Sukkarieh www.sukkarieh.net 
Office Location:
Remote 
Office Hours:
Office Hours by appointment

 

Voice Mailbox:
908/938.6440
E-mail:  All communication is to be done through the Lion’s Den; no exceptions 

My email is msukkari@raritanval.edu and MUST CC Michael.sukkarieh@verizon.net 
 

Required Text:

The CISSP Prep Guide: Gold Edition (Hardcover) by Ronald L. Krutz (Author), Russell Dean Vines (Author) ISBN 0-471-26802-x

Course Objectives: 
See Catalog Description
 

Methods of Instruction:   A combination of traditional lecture and in-class student

discussions will be used to introduce and explain the major topics.  Some 

instructor-guided Laboratory sessions and exercises may be given in order to 

reinforce the principles learned.  Microsoft Windows 2000 or XP will be used for 

the laboratory exercises.
 

Team Exercises are an important part of this class.  Teams will be given a 

discussion topic, asked to reach consensus on the topic and give a short (10 

minute) presentation on the results.  

 

Review Articles Assignments: You may be required to find and review a PROFESSIONAL article about the Management of Information Security or Audit.  This must be an article published in the last three years.  Part of the grade for your review will be based upon how significant the article is.  A professional article is one that carefully references the foundation material that led to the current article and is usually found in a professional journal.  A very large selection of relevant journals is in the RVCC digital library.

 

When you have determined what article you plan to review you should put the complete reference (author, title, journal, volume, issue, date, pages) in an email and send it to me. This will reserve the article for you (first come, first served).  No student can duplicate another student's choice.  When you choose your article, you must hand or mail me a copy of the original article.  If I do not reject that choice within one week of your email, you can assume it is accepted. 

 

The review should focus concisely on the following points:

 

Introduction: Objective of the article and what is the findings or approach that it is based upon.

Results: What are the important observations, conclusions, findings, etc?  Include any important details relevant to the individual findings.  How well are the results supported by data and observations?

Issues: What open questions or issues are still unresolved?

Critique: How confident are you in the results of the article and why?

 

The article must relate to the subject of Information Security, Privacy, Audit, Risk Management and Operational Risk Management and not be an article that is purely about the technology.  You may choose an article that will be one of the references for your project so this and the project overlap.

 

Article references should always contain all the following information:

 

author(s) (last, first names), (year of publication), Title, journal name, volume, issue, month, page range (#-#) and web URL if appropriate.

 

 

Student Evaluation:
A final student grade will be based on the following:

 

 



Assignments
:

 
25%

Final and Mid Term Exams:
25%


Final Paper



20%


Class and Team Participation:
10%



In Class Presentations: 

10%



Information Sec Instrument
10%



TOTAL



100%


 

 

 

Case Study Assignments

 

We are planning to do a case study about every three weeks. The case will be identified in class. I will give you a series of questions in the class about each case study which must be answered within a week period.  The results of your answers must be handed in class or mail to me in hard copy form to msukkarieh@raritanval.edu or Michael.sukkarieh@verizon.net and please CC both account.

 

You may team up with two to four others to work collaboratively on the answers and your understanding of the case studies.  All the members of a team get the same grade.  You may as an individual withdraw from a team up to the point before the team case study is handed in.  However, you have to hand in a report of your own on time.  I consider it a useful beneficial experience to discuss these cases in study groups.  

 

After the case study is due there will be an on line discussion based upon a summary question I will ask.  Case studies must be on time or they receive no credit once the discussion by the class has started.  If you miss this due date for any VALID reason, than I will try to give you a makeup assignment.  However, you must alert me before the due date as to why you can not have your case study result in on time.

 

You will find the detailed case study assignments and associated questions in our class conference.  Each question should not take more than one page double spaced.

 

You are expected to present your case study in class. 

 

Course Paper

 

There is a 10 double spaced paper using Arial font 10 rather than a final exam.  This must be done on an individual basis, no teams.  You can choose an individual and specific area of security or audit area. 

 

To choose a topic you must email me the topic with the following:

1) Title and Abstract

2) Top level outline for Table of contents of your report

3) Five professional literature references to go with the topic.

 

The first one to choose a topic, by supplying the above information has that topic and no other student may take it.  You should have picked your topic no later then week ten of the course.  Your report is to cover in equal depth two aspects of this topic.  You are expected to deliver your paper in a power point presentation format in class to get full credit.  This paper will be due on the last meeting day of classes and not exam week.  

 

Class Communications

 

You may send me private mail using the address msukkari@raritanval.edu . However, questions that would be interesting to other students should be sent to all the student’s examples include, but may not be limited to:

 

· Questions on Assignments

· Questions on the text books (two conferences)

· Questions on the course lectures

· Questions on required professional paper readings

· Questions other than above

· Weekly Participation

 

Travel or work commitments are not acceptable excuses for handing in assignments late.  Neither are such things as lack of backup to a crashed disk.  Late assignments will result in lower grades.  If you have travel commitments, you have to do your assignment ahead.  

 

 

Policy Governance

 

Grading Policy:  A (100-90%), B+ (89-86), B (85-80%), C+ (79-76%), C (75-70%), 

D (69-60%), F (<60%)

 

Class Policies:        The student is expected to be familiar with the following policies:

 

Attendance:

1. Students are required to attend all classes.  You are responsible for material missed due to absence (s).

 

2. Students who miss more than four classes will be withdrawn from the class at the discretion of the Instructor.  This is official school policy.


3. Students who know in advance that they are going to miss any class are expected to make prior arrangements with the instructor to make up the work.  There are no grading penalties associated with such arrangements.


4. While attendance is not directly one of the student evaluation criteria, class and team participation is.

 

Assignment and Test Policy Guidelines:

 

1. All assignments are due on time.  Each assignment will be documented with a due date.  Late assignments will be penalized 10% per day for each day late, including weekends.  Any assignment more than one class late will receive a zero (0) for the assignment.

 

All assignments will be turned in at the beginning of the class.  Assignments handed in after the beginning of class are considered late and subject to the 10% penalty that day.  Some assignments will be discussed in class and therefore no late submissions will be accepted.  The grade will be zero (0) for that assignment.


2. Make-up quizzes may be given in case of emergencies or if the instructor has been notified in advance with a legitimate reason that the student will be absent.  No more than one (1) makeup quiz may be taken during the course.  Missed exams will receive a grade of zero (0).  The quiz must be taken BEFORE THE NEXT CLASS!

 

Cheating Policy:
Please refer to the Student Handbook.  Cheating will not be tolerated and will result in a zero (0) for that particular test or assignment and may result in a grade of “F” for the course.

 

Lab Policy:

1. No smoking/eating/drinking in computer labs.  This is official school policy and is strictly enforced.  Violations may result in suspension of lab privileges.


2. Misuse of any nature of any of the lab equipment will not be tolerated and may result in loss of lab privileges.

 

Assignments:
A link to the Assignments schedule is also located on the class page or on the following site: www.sukkarieh.net/shared/RVCC/CIS229F07 .  Changes in the class schedule may necessitate changes in the Assignment Schedule as well.  Every effort will be made to have assignments posted one week in advance. This syllabus is meant to be a guide and may change during the semester.

 

 

� Assignments may include: Case Studies, Homework, Paper Review or Class Presentations





